Barracuda Email Security and
Advanced Threat Protection
Shut Down Email-Borne Threats
Before They Can Attack
With email phishing being the No. 2 cause of successful cyber
attacks (43 percent), and 61 percent of attack victims being
small or midsized businesses1, it’s undeniable that SMBs
must secure their email delivery chains. Making the situation
even more concerning, malware—the leading culprit at 53
percent—is often spread through malicious email links.
To help SMB owners protect their firms from financially
devastating security breaches, Carmichael Consulting
Solutions recommends Barracuda’s Email Security Service.
• Barracuda Email Security Service manages and filters all 		
inbound and outbound email, proactively scanning

incoming email for malware and viruses that can steal 		
corporate files and other assets, deliver ransomware code 		
and open back doors to intruders.
• The defense is further enhanced by Barracuda’s Advanced
Threat Protection (ATP) which works with Barracuda Email 		
Security Gateway and extends its benefit.
• The two services in tandem create an invincible solution,
with the Email Security Gateway identifying and blocking
malware and ATP protecting organizations against
advanced malware zero-day exploits and other targeted
attacks.

How Email Security and ATP Work Together
Every email that is sent to the company email server passes
through Barracuda’s Cloud Protection Layer first, where the
ATP service analyzes all inbound email attachments in a
sandboxed (isolated), secured cloud environment, identifying
new threats and blocking infected messages. ATP scans every
file type that could carry a destructive “payload,” from Office
documents (Word; Excel; PowerPoint) to JavaScript.
If it doesn’t find a problem, it sends the email through to the
Email Security Gateway for further scanning and delivery.
If it does, it notifies a designated contact and retains the
suspicious email to aid in compliance and investigation.
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Inbound emails flow through the Barracuda Security Gateway to be
filtered by ATP, which identifies suspicious attachments and blocks them.

Carmichael Consulting Solutions, LLC I 11660 Alpharetta Highway, Bldg. 100, Ste. 100, Roswell, GA 30076 I 678-719-9671

Email Security:
Enhancing Operating Efficiency
Email Security offers additional features that increase office
security and productivity:
• Protection in Transit: Organizations can opt to have 		
messages encrypted, preventing message interception and
data theft or tampering.
• Offline Support: In the event that email servers become 		
unavailable, Email Security can spool and archive email to 		
the cloud until the servers are back on line.

Why Carmichael Consulting Solutions?
Although Email Security and ATP are cutting-edge, awardwinning solutions, just like any technology product they

require effective deployment and configuration. ATP in
particular should be deployed, configured and managed
professionally, because it offers advanced options, including
real-time scanning upon delivery (rather than before), that
should only be enabled by experienced pros.
Carmichael Consulting Solution’s deeply experienced IT
specialists have the skill and background to help SMB decision
makers determine the precise level of—and approach to—
protection for their needs. They can also train designated
team members how to understand reports, or Carmichael can
help the organization manage and act on reports as they are
delivered. On an ongoing basis, Carmichael experts will ensure
installations stay up to date and that any changes at the
company or its systems are reflected in its security services.

Our specialists are waiting to explain more about the value of Barracuda’s Email Security Service with ATP. Please call us at
678-719-9671 or visit http://www.carmichaelconsulting.net/services/barracuda.
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